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Recap 2021 — Content Security Policy

It's strongly y ke your SAPL - after all, you want your apps to be secure. The main
thing you have to do is to remove all scripts that directly execute code from your HTML pages.

Define Initial Components in a Declarative Way

Don't use directly executable code in your HTML files, because this makes them vulnerable. Instead, enable the ComponentSupport
‘module in the bootstrapping script. Then, declare your desired component in the body via a div tag. This will instantiate the component
when the onInit is executed.

« Learn how: Walkthrough Tutorial Step 9: Component Configuration

« Find our more: API for Initial
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\ ©® 0 @ Make Your App CSP Compliant X + N
& 5 C {) @& uis.sap.com/#/topic/1f81a093a9f3433983dcb2ebelicd4cd.html h % @ % 2 O &
0 Documentation AP| Reference Samples Demo Apps Tools Version 1.102.1 Change Version Q& @ % v

= Make Your App CSP Compliant &3

> Ice Cream Machine

CSP stands for Content Security Policy and is a security standard to prevent cross-site scripting or other code injection attacks.
Demo Apps

v Best Practices for App Developers |

Load Only What You Really Nee

Use the MVC Concept

Keep Your Views Short and Simj|
Use Stable IDs

Make Your App CSP Compliant |

Use Asynchronous Loading
Is Your Application Ready for > Coding Issues to Avoid
Asynchronous Loading?
Performance Checklist ' Securing Apps
Browser :
- e Security CSP restricts the sources from which the browser is allowed to load resources, such as scripts, fonts, and images:
> g;vrmns%mwmﬂ d g « CSP mitigates and reports XSS attacks; CSP b only crip files that are received from
Server Security allowed sources.
N Developing Apps with Analysis Path
Framework (APF) Third-Party Libraries
« CSP also mitigates packet sniffing attacks by specifying the protocols that may be used on the web server, for example, specifying
iEendine Anps Secure Programming Aspects that content must be loaded from HTTPS.
> Developing Controls Cross-Site Scripting
CSP is either enabled via a configuration in the web server to return the Content-Security-Policy HTTP header (preferred solution), or via
> More About Controls URL List Validation the <meta> element in the meta tags of an HTML page.
Glossary Allowlist Service
For generic about CSP, see Org/TR/ICSP2/» .
Frame Options
> Right-to-Left Support CSP for SAPUIS - Dos and Don'ts
e ty For SAPUI5, we recommend that developers build their apps CSP-compliant, in particular regarding the loading of resources and the use
The SAPUI5 ABAP Repository and the
> ABAP Back-End Infrastructure R
Policies Without script-src 'unsafe-inline*
To build CSP-compliant SAPUI5 without inline scripts, avoid the following:
» <script> elements with inlined source code
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& github.com/SAP/openui5/issues/756 Q M W

Den

o Product ~ Team Enterprise Explore -~ Marketplace Pricing - ‘ Search ‘ Signin  Signup

v Bes|

' F SAP/openui5 ' Public | Fok 12k Y7 star 26k

" <> Code () Issues 126 [ Pullrequests 16 () Actions () Security |~ Insi

« UI5 support for res i issing #756 Newissie
P - rasmk opened this issue 0 comments

Essent

v

v

Devel¢

Devel
> Eleme| . rasmk commented on 19 Dec 2015

Devel|
Frame'

Assignees

No one assigned
CSP (Content Security Policy) is becoming a wide n limiting XSS attack surface. It g

turns out it is not possible to use it with UI5, as UI5 ires unsafe-eval CSP for scripts and
Develc unsafe-inline for CSS. With these settings using CSP for app hardly makes any sense. —

i
More /|

I am aware of #468, but disagree that it's a pure issue of (unsupported) Firefox OS platform. | also

> Extenc

v

v

B Glossz noticed, nothing has happened in the ioned issue during 6 months since it was reported.

Projects

CSP is supported in most modern browsers. Although not a must (contrary to Firefox 0S), it is an None yet

important security feature. | believe, UI5 should support it, if you take application security seriously

( :3 Milestone 2
No mi

Y .. . |
C o T e e R S ) To build CSP-compliant SAPUIS without inline scripts, avoid the following:

 Framework (APF)

> Extending Apps « <script> elements with inlined source code
> Developing Controls
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Recap 2021 — Bootstrapping

New
Modular
Bootstrap*

Earlier
access
to DOM

* Work in Progress

** Flash of unstyled content
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Demokit Notifications Patch-level Independent Bootstrap

Content Delivery Network Smart Controls
Sl ooy io-sap-com Flexible Programming Model

Macros

Targeting WCAG 2.2
Horizon Theme Family GeoMap ~ TabShellbar

Screen Reader end user documentation U|5 Web Com ponents 1 OO
UI5 Web Components Enablement

Translation of Key User Ul Changes

F I eXi bi I ity V4-V2 Alignment

Role based sharing of variants (ABAP) OData Features TypesScript Round-offs
Creation Rows Flexible IANA time zones

PDF export Others control Improvements

Adaptive Ce:rds XMLView Round-off lllustrated Messages
Ul Integ ration Cards Tables optimize column width
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“We are the perfect symbiosis!”



Thank You!

Stefan Beck

Chief Product Owner, SAPUI5
stefan.beck@sap.com

SAP Community: @stefan.beck

Twitter: @StefanBeck3
Linkedin: stefan-beck-a9319a82

Peter Muessig
Chief Architect, SAPUI5

peter.muessig@sap.com

SAP Community: @peter.muessig

Twitter: @pmuessig
Linkedin: pmuessig
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